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ArcSight:
“I'm old, not obsolete.”
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Tpenasbl: SIEM =//=S0C
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30% npoekToB SIEM He numetoT BbiaeneHHbix FTE nnn 1 FTE max
CpeaHunmn paamep komaHabl SIEM <= 3 cneynanncros
BONbLIMHCTBO NPOEKTOB He UMeIOT BblaeneHHoro SIEM agmunHucTpaTtopa
Cnpoc 1 AedULNT Ha CNeLLMannCcTOB BbICOKOro Knacca SIEM poctyT

Wiy,
\

= Hu3Kue broaKeTbl Ha 0byyeHune nepcoHana ABAAITCA 0BbIYHBIM ABNEHUEM, %
e ocobo octpo B LleHTpanbHoM 1 BoctouHow EBpone n CHI —

YaeprKaHue nepcoHana npoLecc He NPocTon
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[10CTYNHOCTb: @ BCE /I AaHHbIE K HamM NOCTyNatoT?

AKTyanbHOCTb: aHHbIE NPUXOAAT BOBPEMA?




Coop naHHBIX: JOCTYIIHOCTD

Bce meHAeTcA = }KypHanbl TepAatoTca no nytm K SIEM
N3meHeHne naponen, HenpaBuabHaA KOHPUrypauus,
ceTeBOM AOCTYN, PernameHTHble paboThl...

Bonblwe npoekTt = bonbe FTE




JIHArHOCTHRA JOCTYIIHOCTH

3 MmecTa rae HavymHaTb NOUCK

[ NCTOYHUK XKypHaoB J

[ «KOHHeKTOop» J

[ «Logger n ESM» }
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JAHArHoCTHRA JOCTYIIHOCTH | HCTOYHMKH COObITHM

EPS

‘System Monitored’ ctatyc (HPE Activate)

Device Host Name

Device Address 3

Manager Receipk Time ‘T‘ 1|End Time ¥ Mame = Event gnnotation Stage| Device Yendor 5
15 Aug 2016 09016:47 BST |15 Aug 2016 09:16:42 BST  |Windows Domain Bruke Force Logan Syskem Manitored \ ArcSight
15 Aug 2016 0901A:45 BST |15 Aug 2016 09:16:38 BST  |\Windows Domain Brute Force Logan Syskem Manitored ArcSight |
15 Aug 2016 09016:41 BST |15 Aug 2016 09:16:36 BST  Windows Domain Bruke Force Logan Syskem Manitored ArcSight \
15 Aug 2016 09:16:39 BST |15 Aug 2016 09:16:31 BST |Compuker Account Changed Syskem Manitored ArcSight I
15 Aug 2016 09016039 BST |15 Aug 2016 09:16:31 BST  |Compuker Account Changed Syskem Manitored ArcSight I
AN 15 Aug 2016 09:16:35 BST |15 Aug 2016 09:16:08 BST  [Camputer Account Changed Syskem Manitored ArcSight I
15 Aug 2016 09016034 BST |15 Aug 2016 09:16:27 BST  Windows Domain Bruke Force Logan Syskem Manitored ArcSight |
15 Aug 2016 0901A:22 BST |15 Aug 2016 09:16:18 BST  |\Windows Domain Brute Force Logan Syskem Manitored ArcSight |
15 Aug 2016 01618 BST |15 Aug 2016 09:16:12 BST  Windows Brute Force Logaon Syskem Manitored ArcSight |
15 Aug 2016 09016:17 BST |15 Aug 2016 09:16:01 BST  |Computer Account Changed System Manitored ArcSight I

163154 m

Tperna n npodunmposaHme EPS ana KaxKaoro NCTOYHUKaA
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JIHArHoCTHRA JoCTYmHOCTH: ADP

[ Connector

agent.log
agent.properties

agent.wrapper.conf

ESM & Express ]

server.log
server.std.log

server.properties

arc_active_list
arc_session_list

arc_trendinformation_schema

agent.out.wrapper.log server.wrapper.conf arc_resource
[ Logger
logger_web.log
logger server.log
"17 Noverber Full list for ‘Health Check’” @ https://www.protect724.hpe.com/docs/DOC-11167 S(I)MCE

2016




JIMarHoCcTuka JocTynHocTH | Connector

Connector: device event statistics

[2014-08-15 07:27:09,844] [INFC ] [default.com.arcsight.agent.ki] [log8tatus]| Transport flow status:

[2016-08-15 07:27:09,844] [INFO ] [default.com.arcsight.agent.ki] [log8tatus] {AddrBased8ysZonePopEvents=1181Z2, AddrEBasedfysZonePopRows=136, AddrBasedUsrZonePopCusts=1, AddrBas
AddrEasedUsrZonePophows=3, AddrBasedZonePopEvents=0, AddrBasedZonePopRows=136, AgentId=3CuQZIFUBABCCFLEtnEIEH]yQ==, AgentLocation=, AgentMName=CheckPoint FWl, CategorizerCount=4
CategorizerCountCustom=0, CommandPResponses Progcessed=15162, Commands Processed=7, Comment=, Content Version (3Cu0fs3FUBABCCFLEnIEH] =1=2015-06-25-1¢£-234-20 7475, Current Drc
[wiZ01Z |10.10.10.120 |Are8ight|Aref8ight] eventocount=3080, Dewvice [[10.10.10.20|check Point|Compliance EBlade] ewventocount=2, Dewvice [[10.10.10.20|Check Point|GRCApp] eventocolnt
[110.10.10.20 | Check Point|HTTES Inspection] eventcount=2, Dewvice [[10.10.10.20|Check Point|Security Gateway/Management] eventcount=2Z76, Dewvice [[10.10.10.Z20|Check Point|8pcu
eventcount=1, Dewvice [|10.10.10.20|Check Point|S8martDefense] ewventcount=11, Dewvice [[10.10.10.20|Check Point|Unknown] ewventcount=168, Dewvice [[10.10.10.20|Check Point|VEN-1
eventcount=13697, DeviceLocation=, Estimated Cache #ize=0, First Command Processed=8at Aug 06 1£:33:44 EEST 2016, First CommandResponse Processed=Thu Aug 04 16:04:40 EEST 20
Processed=Thu Aug 04 16:04:49%9 EEST 2016, First GlobalCommandResponse Processed=Thu Aug 04 16:04:40 EEST 2014, First Post-Aggregation Event Processed=Thu Aug 04 16:04:45 EEST
Event Processed=Thu Aug 04 16:04:43 EE3T 2016, Global events Processed=32%947, GlobalCommandResponses Processed=1516Z2Z, HostNameResolutionEnabled=false, Last Command Processed
2016, Last CommandResponse Processed=Mon Aug 15 07:26:0%9 EEST 2016, Last Global event Processed=Mon Aug 15 07:27:03 EE3T Z0l4, Last GlobalCommandResponse Processed=Mon Aug 1
Post-Aggregation Event Processed=Mon &Aug 15 07:27:03 EEST 2016, Last Post-Filtering Event Processed=Mon &Aug 13 07:27:03 EEST 2016, LastModified=Mon Jun 13 08:23:24 EEST Z01¢
MlCachef8ize=0, ModifiedBEy=bredikhin, NECustomidditionalDataMapper0=&eneric mappings: (no mappings), NGCustomidditionalDataMapperl=Mappings for Check PointiCompliance Blade: (n
NeCustomddditionalDataMapperi=Mappings for Check Pointh\GRCApp: (no mappings), NGCustomAdditionalDataMapper3=Mappings for Check Pointi\HITES_Inspection: (no mappings), NGCustomd
for Check_PointhSecurity Gateway Management: (no mappings), NGCustomidditionalDataMapper3=Mappings for Check _Pointh\8ecurity Management Server: (no mappings), NGCustomidditions
Check PointhSmartDefense: (no mappings), NeCustomidditionalDataMapper?=Mappings for Check Pointh\Unknown: (no mappings), NeCustomidditionalDataMapperS8=Mappings for Check Pointh
mappings), NameResolwverIPveControl=IPv4 Only, Post-Aggregation Event rate LTC=Mon Aug 15 07:2Z4:09 EEST Z016, FPost-Aggregation Events Processed=218Z29, Post-Aggregation Ewvents
Post-Aggregation Events/S8ec=0.0237442Z85283851297, Post-Aggregation Events/Sec(8LC)=0.1, Post-Filtering Event rate LTC=Mon Aug 15 07:26:0% EEST 2014, Post-Filtering Ewvents Pr
Events Processed(8LC)=4, Post-Filtering Events/8ec=0.0237442336Z87Z872Z7, Post-Filtering Events/8ec(8LC)=0.1, RawEventCount=14148, RawEventLen=71135073, Resolwver.hadded=Z,
Resolver.hQBlacked=0, Resolwver.hQRejected=0, Resolwver.hQfize=0, Resolver.h8ize=Z, Resolwver.iAdded=481é, Resolwer.iEwvicted=0, Resolwver.iQBlocked=0, Resolwer.iQRejected=0,
Resolver.idize=4816, FtatusCode=l, TC.dropcount=0, TC.size=0, URL=https://esmé8.xsystems.net:89443, ZFiltered=0, auplacp].version=2015-06-25-16-34-20_7475,

aup [system-zone-mappings] . version=000000000000002148037, aup[user-categorizations].version=, aup[user-zone-mappings].version=00000000000000216010, hsent=9910, detectedversior
failedattempts=15484, failedattempts(3LC)=0, hhstatus=Up, gueuesize=0, sent=17Z48, sent{8LC)=6, status=Up, throughput=0.0187610667591414414, throughput LTC=Mon Aug 15 07:Z6:0
throughput (3LC)=0.1}

[Z014-08-15 07:27:09,2844] [INFO ] [default.com.arcsight.agent.ki] [log8tatus] {C=0, ET=Up, HT=Up, N=CheckPoint FW, §=17z48, T=0.1}

[201A-08-15 07:27:09,844] [INFCO ] [default.com.arcsight. agent.ki] [log8tatus] Other status:

[2016-08-15 07:27:09,844] [INFC ] [default.com.arcsight.agent.ki] [log8tatus] {Last Ztart Tiwme=1470315879888, Uptime=519349}

[201s-08-15 0O7:27:09,844] [INFO ][default.com.arcsight.agent.ki][ngStatus][{Eps=D.l, Bvts=:123z9} ]
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JJHArHOCTHKA JOCTYIIHOCTH | <IIYTH TPY JiKeTass»

[2016-08-15 09:48:44,486][ERROR][default.com.arcsight.agent.qd.t][isAbleToConnectToHost] Testing the thread:
[WUC[ijmUFYBABCADGx8ckFFTQ==][3]]{Cou|d not connect to host [10.10.30.60]}

[2016-08-15 9:49:11,261]defauIt.com.arcsight.agent.IoadabIe.transport.commandresponse._
AgentHTTPCommandResponseTransport] [onSingleEvent] com.arcsight.common.db.f:
java.net.NoRouteToHostException:[No route to host]

at com.arcsight.agent.transport.fb.a(fb.java:638)

at com.arcsight.agent.transport.fb.a(fb.java:389)

at com.arcsight.agent.transport.fb.a(fb.java:349)

at com.arcsight.agent.transport.fb.a(fb.java:307)

at com.arcsight.agent.transport.t.onSingleEvent(t.java:101)

at com.arcsight.agent.transport.a.m.onSingleEvent(m.java:45)
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JLOCTYIMHOCTD: JIIOAH NPOTHUB MAININH

JlaHHble AnAa malluH

,ﬁ_"‘*
[2016-08-15 9:49:11,261] [ERROR]
default.com.arcsight.agent.loadable.transport.commandresponse.
AgentHTTPCommandResponseTransport] [onSingleEvent]
com.arcsight.common.db.f: java.net.NoRouteToHostException: No
ﬂ route to host
: at com.arcsight.agent.transport.fb.a(fb.java:638)
at com.arcsight.agent.transport.fb.a(fb.java:389)
at com.arcsight.agent.transport.fb.a(fb.java:349)
at com.arcsight.agent.transport.fb.a(fb.java:307)
at com.arcsight.agent.transport.t.onSingleEvent(t.java:101)

[laHHblEe ANnAa nroaeu

Category: Authen

the thread: [CONNECTOR]. Could not connect to host [HOST]
Do Not Notify

T collected from reported Host. The connector could not establish connection

M E

=G



Coop naHHBIX: JOCTYIIHOCTD

Search in: All = | pot collected l l Search ]
Component  Type Error Name Category Description Protect724 HP KB
Connector ERROR Tried version [N]. ERROR: [NAME] Database The Logs are NOT collected - the connection was not established. Connector was unable to determine database version. [ Protect724 l | HP KB |

Recommendations: A manual diagostic procedure needs to be performed. 1) Check network connectivity to the DB: make sure specified IP address is correct and DNS resolvable, check that port is open using TELNET, check that DB Listener is up and is bound on
correct network interface and allows connections from connector IF. 2) Check whether the connector supports this version of the DB if necessary upgrade connector to the latest version or change/upgrade JOBC driver. 3) Check if account has enough privileges to make
queries to the DB. 4) Make sure that all services were restarted after changing audit settings in the DB otherwise settings may not apply.

Testing the thread: [CONNECTOR)]. Could not

Connector ERROR connect to host [HOST]

Authentication Logs are NOT collected from reported Host. The connector could not establish connection to host. [ Protect724 | | HP KB |

Recommendations: A manual diagostic procedure needs to be performed on the server where the connector is installed. 1) Check the network connectivity to the host (ping / telnet). 2) Check whether a log seurce is online. 3) Check correctness of account and
password. 4) Check whether the account has sufficient privileges.

Could not connect to host [HOSTNAME] with Logs are NOT collected from reported Host. The connector could not establish connection to host with predifined authentication record for

Connector ~ ERROR 0% Authenticati . ; ' 724 | | '
ennector configured usermname [USERNAME] enueation  sername it reports in error. | e | | e |
Recommendations: Please assure that authentication record defined in connector has correct spelling for username and password. Additionally verify that specified account has enough privileges to connect and collect data, try authneticating from the account \J
manually.

Connector WARN Waiting [N] to retry database detection for Database Logs are NOT collected - detection and connection to the database failed. The connection was not established. | Protect724 | | HP KB |

[NAME]

Recommendations: A manual diagnostics needs to be performed. 1) Check the network access to the host with database. 2) Check the correctness of the authentication credentials and whether there are all necessary privileges for the account. 3) Check whether there
is necessary JOBC driver in a directory /Connector Home/current/user/agent/lib if necessary upgrade to a more stable version.

Stored password did not work for [INSTAMCE

Connector WARN NAME]

Authentication Logs are NOT collected - incorrect login or password. Connector can not communicate with the remote host. [ Protect724 l | HP KB |

Recommendations: It is necessary to validate the login and password by connecting to DB host with an external SQL client to connect to host (DB). Possibly account password has been changed.

Connector WARN  Tried version [N]. ERROR: [NAME] Configuration  The Logs are NOT collected - the connection was not established. Connector was unable to determine database version. | Protect724 | | HP KB |

Recommendations: A manual diagostic procedure needs to be performed. 1) Check network connectivity to the DB: make sure specified IP address is correct and DNS resolvable, check that port is open using TELNET, check that DB Listener is up and is bound on
correct network interface and allows connections from connector IF. 2) Check whether the connector supports this version of the DB if necessary upgrade connector to the latest version or change/upgrade JOBC driver. 3) Check if account has enough privileges to make
queries to the DB. 4) Make sure that all services were restarted after changing audit settings in the DB otherwise settings may not apply.

Failed to process query [QUERY] on database

Connector WARN URL

Database Logs are NOT collected - connector failed to process query on database. Protect724 l | HP KB |

17 November
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Coop JaHHBIX: AKTYAJIBHOCTD
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Coop JAHHBIX: AKTYAJIBHOCTD

[ dopmyna: Bpems NosyYeHUa MeHeaKepom - BpeMs reHepaumm Ha UCTOYHUKE ]

Reporting Devices (55)

‘
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Coop JAHHBIX: AKTYAJIBHOCTD
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17.07.2016 — 15.08.2016
Device Reporting History

Jul 17

Jul 22

- Active

Jul 27 Aug

Aug 06

- Inactive

Aug 11

@ ¢ 9 e e @ e o o e e

® & @& @& @& @ o e

Component
SyslogUDP
CheckPoint_FW
SyslogUDP
Wuc
WucC
SyslogUDP
SyslogUDP
Wuc_120
SyslogUDP
Syslog-TCP
SyslogUDP
Syslog-TCP
SyslogUDP
Wuc
WuC
SyslogUDP
CheckPoint_FW
SyslogUDP

SyslogUDP

Host Name

ad.xsystems loc. .

ad.xsystems.loc...

esmbd

wi2012

conn
esmGa
ad.xsystems loc. .

ad.xsystems.loc...

IP Address

10.10.11.20

10.10.10.20

10.10.10.105

10.10.10.60

10:10.11.20

10.10.12.143

127.0.0.1

10.10.10.80

10.10.10.105

10.10.10.20

10.10.13.118

10.10.13.11

Vendor
Check Paint
SOC Prime
Microsoft
Microsoft
Unix
Unix
Microsoft
SOC Prime
Unix

S0OC Prime

Microsoft
Microsoft
SQOC Prime
Check Puaint
SOC Prime

SOC Prime

Product
VPM-1 & Fir._.
Ransomware

Microsoft Windo...
Microsoft Windo...
Unix
Unix
Microsoft Windo. ..
SOC Prime PM
Unix

S5L Framework

System or Appli.
System or Appli..

DetectTor
Security Gatewa...
SOC Prime PM

SOC Prime PM

l & Reports ~ ] l B4 Last 30 Days -

Events

198

874

766915

35058

35024

209

665

i

18145

171

99

48

107

102

102

53137

Last Seen =

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:54

15.08.2016 12:51

15.08.2016 12:50

15.08.2016 12:50

15.08.2016 12:33

15.08.2016 12:31

15.08.2016 12:19

15.08.2016 12:01

15.08.2016 12:01

15.08.2016 12:00

15.08.2016 12:00

15.08.2016 11:17

15.08.2016 11:14

15.08.2016 10:10

15.08.2016 09:48




RhagdecTBO JaHHBIX: lle10CcTHOCTH
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YOUR ANALYSIS IS ONLY
AS GOOD AS YOUR DATA




RadecTBO JAaHHBIX: NEJIOCTHOCTD

He BCce AaHHble B XXypPHa/s1aX COOTBETCTBYeT CTaH4apTam
He Bce APl ogMHaKoBbl U CTAaHAAPTU3UPOBAHHDI

CEF, LEEF, SYSLOG popmaT «y KarKa0ro cBom»
O6HoBneHue OC/ MO / Npowmnskn = o6HOB/IEHWE Napcepa

Ha atane cbopa gaHHbIX «yCNewHo» NPOBOAUTCA NaPCUHT,
a yXe BO Bpema Koppenaummn BbiABAAOTCA OLLUMOKM ManuHra noaen

PCI, SOX, ISO 27K = xpaHUTb AaHHble B «popmaTe 6e3 nameHeHnn»
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RadecTBO JAaHHBIX: NEJOCTHOCTD

[ «MapcnHr» HeobxoAMMO KOHTPOIMPOBaTb HENPEPbLIBHO J
Too many devices being created - possible parsing problem (8 )|ArcSight ArcSight
[fhotline.uajimg s fu3farr_adapt_footer_title.png - HIER_DIRECT /77,222, 150, 22 image fpng 10.10.11.20 T fUmix LImix
CHC 3 N [T Unix Inix
1471264631.024 175512 10.10.31.75 TCP_TUNNEL/200 1385 CONNECT plus.google.com: 443 - HIER_DIRECT/216. 58,209,206 -14... [ —
1471264367.096 240114 10.10.32.45 TCP_TUNNEL/200 127593 CONMECT www.google.com.ua:443 - HIER_DIRECT/216.58.209.1. .. \ J1|= - a—
Fansomware Update Entry 32.94,251. 220 @ 3 |50C Prime Ransomware

[ CTaTyC NO KaxKAoMy YCTPOMUCTBY J

10

Integrity ©

)
0y o
a9 99% 0% i — S S
16.07 21.07 2607 31.07 05, 0B 10,08
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RadecTBO JAaHHBIX: NEJOCTHOCTD

Search in: All » | parsing l Search l
Component  Type Error Name Category Description Protectf24 HP KB
Connector WARN  Unable to match message Parsing The error indicates that the event is not covered under any regular expression pattern identified in the parser. [ Protect724 l | HP KB |

Recommendations: A manual diagnostic procedure needs to be performed. 1) if you are using FlexConnector please check the corresponding regular expression patterns in the parser and correctness of existing ones. 2) if you are using SmartConnector then upgrade
to the latest recommended version. If issue persists you should gather the data according to steps below and engage support for a fix. 3) Create filter to select unparsed events in ESM (Express / Logger). 4) Enable Preserve Raw Events in the connector event
processing properties. 5) Export the Raw Events that are unparsed, archive them and send to support.

Unable to match with message id
Connector WARN  MAME expressions and no default Parsing The error indicates that the event is not covered under any regular expression pattern identified in the parser. Protect724 l | HF KB
submessage descriptor defined

Recommendations: A manual diagnostic procedure needs to be performed. 1) if you are using FlexConnector please check the corresponding regular expression patterns in the parser and correctness of existing ones. 2) if you are using SmartConnector then upgrade
to the latest recommended version. If issue persists you should gather the data according to steps below and engage support for a fix. 3) Create filter to select unparsed events in ESM (Express / Logger). 4) Enable Preserve Raw Events in the connector event
processing properties. 5) Export the Raw Events that are unparsed, archive them and send to support.

Found N keys to be missing for an
event

SmartConnector can not determine Event ID and therefore can not parse the event. This situation can occur due to an error in configuration of WUC or due

Ci ct WARN )
onnector to errors in the SmartConnector's parser

Parsing Protect724 | | HP KB |

Recommendations: A manual diagnostic procedure needs to be performed. 1) check version of Windows and make sure that the appropriate version is configured to SmartConnector in agent.properties file directly or via "arcsight agentsetup’. 2) If configuration is good
it is necessary to update SmartConnector to the latest recommended version or create a file with the keys security keymap.csv for relevant events as described in section "Keys for security events' in the SmartConnector Config guide
Microsoft\WindowsEventLogUnifiedConfig. pdf.

Duplicate Unigue 1d NAME near
tokens NAME

The error occurs in the DB FlexConnector. [t means that the unique field(s) that are listed in the parser (uniqueid.fields) must be unique for each event - but

C ct WARN
onnector they are not. The number of errors shown can mean the number of dropped events.

Parsing Protect724 l | HP KB

Recommendations: Check the comectness of the definition of a unique field(s) (uniqueid.fields=) in the parser and ensure that this field(s) is unigue in the database. If necessary replace the field to unique one. If there is no unigue field contact support for additional
help.

After parsing the value is too large for the field where the value is mapped. The value is truncated and recorded up to the first N (field size) characters. This

Connector ERROR - Field NAME truncated to Parsing negatively impacts the data quality consumed by SIEM.

| Protect724 | | HPKB |

Recommendations: If you are using FlexConnector - change mapping to the field with larger size for example deviceCustomString. If the error occurred on SmartConnector - check that the logging on the source is configured according to HP ArcSight recommendations.
If necessary please update SmartConnector to the latest recommended version or apply a vetted parser override.

Log Integrity is NOT complete and some data is handled incorrectly at collection layer. Connector was unable to convert token value into the necessary

C ct ERROR  Unable t rt tok Parsi A L
onnector able to convert token arsing format. The error usually occurs on FlexConnectors and means that there is mismatch between mapping fields.

Protect724 | | HP KB

Recommendations: If the problem is with FlexConnector check the correctness of mapping fields according to the developer?s guide FlexConn_DevGuideConfig.pdf at section 'Event Mapping'. If the problem is with SmartConnector check the correctness of a log

1-20of 21 « i 1 2| »
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hadgyeCcTBO JAHHBIX: KATETrOpH3 AU

3HaTb BCe KoAbl COObITUN
[1na Bcex cmctem B Ballen opraHn3aumm
BbiTb B Kypce BCceX U3MEHEeHUM
E)xeaHeBHO cneamTb U NpoBOoAUTL ObHOBAEeHME SIEM

VS
[loBepUTbLCA KaTeropmsaumm U YHUBEPCA/IbHOMY KOHTEHTY
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hagyeCcTBO JAHHBIX: KATETrOpH3 AU

T
Categonzatic Agenthlame Events Count (Total Legends 15)
B sysloguop 26 229
Osyslog 324
Owuc 266
Osyslog-TCP 142
B checkpoint_Fw 114
Bsquid 108
Osyslog-ng_ESET 108
Equalys714_wz012 108
Ewuc_120 108
EFlex_connector_parsing_issue 108
: Ewinc 108
!_]) &) High Categorization Rate BoF_ceF 108
Osyslog_tests 108
Epm agent 3
Emanager Internal Agent 2
57:37 - 8/15 15:44:31 [S)o~lzzles] - |f8/15 15:44:25 I

~gorization History - Last Week

Category SUM(Count_) (Total Legends 2)

B categorized Events 5 701 509
Ouncategorized Events 858 381
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KaquTBO ,[[aHHbIX nHBeHTapn3aunﬂ

% MHBeHTapHaAa moae/ib — 3TO BaXKHO

X MHBeHTapu3auua = bonee To4HaA Koppenauua &

L paccTaB/ieHne NpUopPUTETOB

! Heobxoanumo co3gaBaTtb & 06HOBAATL Ha ESM ypoBHe

dopmyna: Obulee Kon-Bo IP-agpecos ¢ HBEHTapHOM moaenbto / Obuee Kon-Bo IP-agpecos
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IIpon3BOIUTE/ILHOCTH

Status Name Health =« Performance Categorization Realtime Memory (Mb) EPS GC ucL
G} wuc 38.47 100 97 95 167 0.48 T =
q} ArcSight Manager (10.10.10.100) 45.71 100 86 99 1407 10.28 T =
0] Flex_connector_parsing_issue 74.15 100 0 [ AVG FGC: Before 846432; After 725806; Max 4132352; Spent Time 0.389827

Diate Before(B) After(B) Max(B) Time(s)
Last 5 Events: 15.08.2016 15:57:13; 840517 716445 4112384: 0.926981
(I} LopEs 74.15 e - 15.08.2016 14:57:12: 860367 728595 4146176 0.679785
15.08.2016 13:57:11; 848521 723080 4115456; 0.706961
() WINC 74.85 100 0 15.08.2016 12:37:11; 258491: 731113 4145152; 0.63965
15.08.2016 11:57:09; 851094: 729041: 4140032; 1.10221
ff} qualys714_w2012 74.85 100 0 — 160 0.01 T —
Trends | Resources Name: ArcSight Manager (10.10.10.100)
100
Performance bl
10— T T T T T T T Y T T T T T T =T T T T T T T T
15.07 2107 %07 307 0508 1008
e o — b e
Memory Usage =
04— LT T T p— A I R R BT T T = L I B . R T
16.07 2107 26407 o7 0508 10.08

EPS

Full GC (Daily 2MG,
58C)

Slide #28
17 November

2016



besonacHOCTDH

SIEM asnaetca naeasibHOM MULLEHDBIO ANA aTaKKU, TAaK KaK OH UMEET:

X3Wwu naponen Bawmnx Kputndeckn BaxHbix UT-cnctem
[lpaBa 40OCTyNa K HUM Xe
NHTepdenchbl yaganeHHoro/ANCTaHLUMOHHOIO ynpaB/ieHus
BO3MOXHOCTb UALTPALUM ANA CKPbITUA AAHHbIX

KomnoHeHTbl Endpoint Security n KOHTPOAA LEIOCTHOCTU YAaCToO He
yCTaHasanBatoTcA Ha SIEM

17 November
2016
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besonacHOCTDH

S( )C Predictive Maintenance - Dashboard Site View Management ~ Live Alerts KB Search &

PRIME

Component  Type Error Name Category Description Protecti24 HP KB

Security  Connector was shutdown. | Protect724 | | HP KB

Thread [NAME] interrupted possible

Connector  WARN shutdown

Recommendations: If the connector has not been intentionally stopped please review any other alerts on this connector. Check the memory usage and whether source event logs are dropped.

Connector ERROR  InterruptedException Security Connector operation was interrupted and logs are NOT collected. Possibly, connector has been stopped. | Protect724 | | HP KB

Recommendations: If the connector has not been intentionally stopped please review connector's log files for critical errors. Check the memory usage and whether source event logs are dropped.

Connector WARN  Interrupted Possible shutdown Security Connector proccess was interrupted - Logs are NOT collected. | Protect724 | | HP KB

Recommendations: The cause of this eror is shutdown of connector proccess. If connector was not shutdown manualy (er by schedule) check logs for other critical emors.

Connector WARN  Forcing disconnection Security  Forcing disconnection with Destination. The error usually occurs when connector was stopped. | Protect724 | | HP KB

Recommendations: If the connector has not been intentionally stopped please review other critical alerts. Check the memory usage and whether source event logs are dropped. Check the availability of Destination.

Connector WARN  File queue now dropping events Security CRITICAL - log data is lost and Connector is dropping incoming events. [ Protect724 l [ HP KB

Recommendations: Connector may drop incoming events in 2 cases: 1) It does not have enough resources allocated to process incoming event stream. 2) The allocated cache is full and is being rotated. A manual diagnostics is required to determine the root cause
and additional tuning may be needed such as Java Heap Size tuning, cache size changes, multithreading or change of file queue parameters. More info is provided at HP support portal at: KM1365984, KM1271053, KM1271778.

Connector WARN  InterruptedException Security  Interruption of Java thread. Insertion of data into array did not happen (method Offer). | Protect724 | | HP KB

Recommendations: A single thread was interrupted or perhaps connector as a whole is stopped. To fix the issue you have to review other errors on this connector.

Connector operation was interrupted. Connector process was shutdown. After this message you should receive message that connector is back up again,

Connector ERROR Interrupted possible shutdown Security othenwise log data won't be collected

[ Protectt24 | | HPKE

Recommendations: If the connector has not been intentionally stopped please review other alerts for this connector and log files for critical errors. Check the memory usage and whether source event logs are dropped.

Security  An attempt is made to start remote management service of connector. | Protect724 | | HP KB

Starting remote management web

Connector WARN .
services

Recommendations: This is a notification that someone has initiated a service for remote management of the connector (by default port 9001). If you do not have a Connector Appliance / ConApp or ArcMC in your enviroment, this means security breach or severe
misconfiguration!

Mo password has been defined. Will

Connector FATAL use default

Security Password was not defined in connector configuration and default one is used. Protect724 l | HP KB
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ESM|Prod|LND

HazsaHwe MeTpuKH

CHop parHex @

Kauecteo gauHex €

BezonachocTs €

MpouseogurensHocs @

—— ESM|Test|NvC

82

75

76

™ [locToBepHOCTE:
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Kanunaiim @ 201 SO Prima Bra nmnana antindi s

1378

T195

1371

Kprmisici

1355

Ynpasnenme =

OHAaHH

Ownafin: 14 -

Network
Mo route to host

OTunroveHne ot SPVA:

5m

DNS

Cannot find information. ..

Network
Mo route to host

Network
Mo route to host

YEENoMASHUA

© 16:20 [ 15 HbBp. 2016
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“ T —

Suricata
conn.office. RS,E1E1TP§ CoOm.u3
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Syslog
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{H0Y0. 10 102)
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PRIME

SIEM H ESM[TestINYC - l

ESM|Test|NYC O0wwee 3q0poBbe

npnuzumumnwocr\ﬁnp AEHHER
89%

BesonacHocTs -

" Ka4ecTeo AaHHbX

MeTpuka

CGop OaHHBIX ©

Ka4ecTBo gaHHeIx &

BezonacHocTe @

NMpon3E0OUTENEHOCTE (1]

[naeHan

O630p

E’,[locmﬂepHotZTh: &Armﬂu: o KomnoHeHTsI: 100%

YcipoiicTea (84) ESM Internal Health

Texkyumin % Buepa NenbTa
@ 91% 1%
81 83% -2%
33 T70% -32%
100% 0%
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=
Ynpasnexue ~ OHNaIH YeenocHMneHHs Momck B KB ¢'
& Otuetoi~ | @ 16:18 [ 15 Hop. 2016
RULES TRIGGERED 30% | LISTS & TRENDS 3M% |
Total Rules Count 1560 Total Size of All List & Trends 190,1MB
QUERIES RUNTIME 48% 1 LICENSE VIOLATIONS 0l
Total Queres Count 1980 Curent EPS [ License Limit 500 /1000
DATA MONITORS 9
- 17% 1 CONFIG CHANGES 17 ]
Data Monitors Count 3980
DB PERFORMANCE 27% | | | OS. NET & HW 65% T
HWcropua
B et o e e oo
50 -
o T T 1T 1. 1T 1T T T T T T T T 7 T 1 T T T LI S L |
18.10 21.10 26.10 31 051 nn
b o Rt Rt Rt el et etk ot bl el el ottt ettt ettt Cloleled ket
50 -
0 T T T 17T T T 1T T 1T T T T 1T 1 T T T T 1T 7.1 T 1T 11
16.10 2110 26.10 3110 0511 i1 L)

o T T T T T T T T T T T T T T T 1 T 1 1 LI L B e
18,10 2190 28.10 .0 0811 0.1
100

50

o T T T 1T T T T T T T T T T 1 T 1 T T LI B B S |
18,10 2110 28.10 . 0511 0.1




OT9eTHOCTH MO YCTPOUCTBAM H AKTYAJHBHOCTH

S( )C PM Predictive Maintenance = Dashboard Site View Management ~ Live Alerts KB Search o
I:‘ I:’ M E
Filters -
& SIEM ~
5 Brussels ArcSight Current State Show All Component Host Name IP Address Vendor Product Events] Yesterday
= Amsterdam ArcSight |
[ ] WUC_120 wi2012 = Microsoft Microsoft Windo. . 364 | Last?Days
& Customer v 0-20m Last 30 Days
B . @  CheckPoint FW = 10.10.10.20 Check Paint VEN-1 & Fir.__ 6820 | current Month
& 50C Prime ks
o : ; ast Mon
B TestCl 20m - 2h L] SyslogUDP dns Unix Unix 954995 S
R & SyslogUDP aw _ Unix Uniix 301151
0 Component < Apply
[ Wuc ad xsystems.loc... — Microsoft Microsoft Windo. .. 110239
T™ Vendor w - AEI
& Wuc niketin-pc — Microsoft Microsoft Windo. .. 1743 09.06.2016 12:22
o ArcSight .
e " logUDP mGa — Uni Uni 476 09.06.2016 12:20
& BadlP 2 09.06.2016 00:00 — 09.06.2016 23:59 i Syslog “ e i
[ Check Point Hevice Repariang ety ® Syslog TCP conn = Unix Uniix 149 09.06.2016 1216
a 20
il @ SyslogUDP = 127.0.0.1 SOC Prime SSL Framework 88 09.06.2016 12:16
L Microsoft 10 |
. s @ SyslogUDP = 10.10.10.143 SOC Prime DetecTor 1535 09.06.2016 12:15
[ S0C Prime B |
B Urix CheckPoint_FW o= 10.10.10.20 Check Point Security Gatewa. 4954 09.06.2016 12:09
-10
© Product % . SyslogUDP esmbs — = = 106 09.06.2016 12:01 |
SyslogUDP qw — — — 48 09.06.2016 12:01
= |PRange 4 =50 |
5 Syslog-TCP conn — = = 48 09.06.2016 12:01
Hl Group by ke , , u
= Wuc ad xsystems.loc... — Microsoft System or Appli... 17912 09.06.2016 12:00
& None - SyslogUDP = 10.10.10.105  SOC Prime SOC Prime PM 6311 09.06.2016 12:00
@ IP Address Jun 09 02:00 05100 02:00 12:00
e SyslogUDP = 10.10.10.143 SOC Prime S0C Prime PM 11243 09.06.2016 11:53
o Vendor : .
b - Ach - Inacti
i TR SysloglDP = 1010.10.105  SOC Prime DetecTor 51884 09.06.2016 11:15
ho i v
RIS @  CheckPoint FW = 10.10.10.20 Check Point Unknown 39 09.06.2016 05:08
[ Show ArcSight J
& SyslogUDP = 10.10.10.102 BadIP BadIP 48025 09.06.2016 04:18
i == A
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Filters ©1247 B209 Jun 2016

& SIEM
@ Brussels ArcSight Status Name Health « Availability Integrity Security Performance Categorization Realtime Memory (Mb) EPS GC ucL
& Amsterdam ArcSight o Syslog-TCP 84.66 99 99 91 100 45 100 162 0.06 ] a
& Customer @ SyslogUDP 8571 99 99 82 100 52 100 160 478 ] =
Il Compliance @ syslog_test? 99 85 100 100 97 100 — — EhR | 0.06 ] -
T Type (0] syslog_testb 99.85 100 100 97 100 — — 98 0.05 il &
5 cef_multifolder_file (0] syslog_test5 99.85 100 100 g7 100 — — 130 0.06 @ a8
21 checkpointfirewall_ad_opsec .
. ® syslog_testd 99.85 100 100 97 100 — - 99 0.05 ] &
12 logger -
1 manager (0] syslog_test3 99 85 100 100 97 100 — — 101 0.05 i &
2 nt_local

el Q syslog_test2 99.85 100 100 97 100 = — 99 0.05 @ &
0 qualys
@ sdkmultifolderreader m syslog_test1 99.85 100 100 97 100 — — 101 0.05 ] -
21 snort_ng_file 1-9af9(100=
2 superagent_ng
¥ syslog Trends || Devices Name: SyslogUDP Version: 7.0.7.7279.0 (Upgrade recommended to 7.2.3.7785.0 @) Type: syslog
#  syslogng
¥ syslog_file e l Today ~ | l Type » l [ Category = l [ Priority = ] l Sort by: Priority =

: Total Health e
@ winc oL . . )
2 windowsfg May 10 May 15 May 20 May 25 May 30 TJun 04 Errors on SyslogUDP
9 Location = v Category: Parsing Priority: 9 i
Availability 50 DUP'IB[:ﬂte Unigue Id NAME near tokens NAME © 11:50:50 [09.06.2016 &
2 Technology —
Way: 1 May: 1% My 28 May, 25 May 30 Jur B Error Name: Duplicate Unique [d NAME near tokens NAME
Clear Filter e Error Type: WARN 2 Do Not Notify
) o Error Category: Parsing
Security Priority: 9
B Count: 1
May 10 May 15 May 20 May 25 May 30 Jun 04 0y Py LY ; X = in g ”,




Slide #35

Bca mHpopManuA O 3TOPOBHE C ONIHCAHHEM

SOC Predictive Maintenance -

Dashboard Site View Management ~ Live Alerts KB Search &
PRIME
(0] syslog-ng_ESET 75 100 100 100 100 0 — 192 0.05 & &
@ 1-50f21(5-] « [ [1]2 345>
[v'4 M
I.u . .
- Trends | Devices Name: syslog-ng_ESET Version: 7.1.7.7600.0 (Upgrade recommended to 7.2.4.7831.0 @) Type: syslogng
-
n e | Last 30 Days ~ || Type - || Category - || Priorty + || Sortby Priorty « || Clear Fitter |
Total Health /
[1] T T T T T T T T
01.08 04.08 o7.08 10.08 13.08 Errors on syslog-ng_ESET
T T Category: Network A
ory: Networ
ilabili e S il i Sk a be 9 09:51:52 B4 12.08.2016
Availability . / -EEE. D) (D iw: et (9] 5 J
01.08 ' 0408 o708 10.08 12.08
Category: Network A
> 21:48:14 pAg 11.08.2016
© L. Connection reset © & 4
. 50
} Security
o T T T T T T T T
01.08 04.08 07.08 10.08 13.08 Category: Event Flow A
> 00:47:48 [H12.08.2016
L. Heartbeat Transport te [HOST] down. © & 4
100
Integrity 5 Cate Event Flow A
gory: Event Flow
o T T T i 08.
01.08 ' o408 o708 10.08 12.08 v E. Connection refused o lmr er N RYEC LR
1o Error Name: Connection refused
Performance 5 Error Type: ERROR ) Do Not Notify J
%1.05 T e T T . T . ae Error Category: Event Flow
Priority: 8
O o e e e Count: 1
@ o O S S Y AU S S AU ST SN AU AU S Description: There is no connection between the connector and Destination. Logs are not delivered and can be lost if cache
o Categorization o is filled up before transport is re-established.
w 01.08 ' o408 o708 10.08 12.08 Solution: ¥ ¥ ¥ % ¥ Logs are not being delivered to central component, a ESM (Express / Logger). Check network
= connection between Connectors and ESM (Express / Logger). Error may also be caused by processes termination or server
:' L S S S reboot of Manager or Logger components. It is necessary to diagnose the logs and performance of ESM (Express / Logger).
w Realtime e R e e bl R E i R - Check for any abnormal consumption oi.resources.by content and the DB. . .
% o~ t oo t t o i oo oo External Sources: Protect724 l | HP KB | [ Submit Solution l | Expert Fix |
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OTcie:kuBaHue noTpeodsaenus pecypcos ESM

&

o
]
=

Filters
SIEM
Brussels ArcSight

Amsterdam ArcSight

Customer

Agent

Compliance
1S0 27001
PCI DSS
S0X

2% Type

I I P D@ DD ODRE § @D B O

Location
Amsterdam
Brussels

Mo Location

Technology

All

Application
Critical Systems
Database
Hypervisor
Metwork

0s

Security

Web Servers

Mear Fikar
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@ ArcSight Manager (10.10.10.100) 32.67 9 99 100 100 86 99 1386 1028 @ 8

@  Syslog-TCP 86.75 100 100 100 100 47 100 129 005 @

@ syslog tests 75 100 100 100 100 0 — 85 005 @ 8
1-50f 15 « | ¢ 203 5

Name: ArcSight Manager (10.10.10.100)

Trends | Resources

Resources by Count

Trends

T

—— Active Lists

Session Lists =

Resources by Size

Active Lists

— Session Lists

Trends -

Active Lists: 50% (221)

Version: 6.8.0.1896.0 {Upgrade recommended to 6.9.1.2022.0 €¥)

Type: manager

Name
EclecticlQ - indicator - uri
Query Running Time
BadIP
EclecticlQ - indicator - domain
BadHost
Time Shift (Agent, Product)
Storage Licensing Data by Connector
Active
Event Count Daily
Active for indound
Event Count Daily
Ransomware URL Realtime
Ransormware Domains Realtime
Ransormware URL

Ransormvare Domains

D
HLexfIVQBABC2YUd1n1ZaXw==
HLZRc9yYBABC-HtIf3-f0Q==
HNMRy1FEBABCGN2ik3BLkg==
HufMBIVQBABC1sCz0miuRdA==
HBYZz1FEBABCd+ZiJtQ6a2Q==
HhrBN7EKBABCE1109HGRNBA==
HKRIgi TEBABCAgSy8B+oWwh==
HY-N3RFIBABCAJkqobjWQkg==
HTH3INDOoBABDTrEKFESs2Qg==
HM+Z efFUBABCDbrrhl Oh0ZA==
HnKKDpIUBABCsPYJBUQOINw==
HBS+WWYBABCAdvOnevsaPg==
HROKIWWVYBABCAsdl+wBv1Zg==
HXCHEtFUBABCCeufwh1gniQ==

H4L7-tFUBABCCy+QETDIVIWQ==

Size (MB) ~

4514

203

14.7

14.06

11.47

9.06

364

295

2.81

1.97

0.77

0.75

0.64

0.61

0.42

=0

POWER ON

sE
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